The Digital
Blueprint

A Tactical Playbook for
Navigating the Web Securely

Empowering Students, Adolescents, and
the Community to Shift from Vulnerable

Participants to Vigilant Change Agents.
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The Digital Reality: Connectivity vs. Permanence
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Smart devices link us to millions of users globally for Every image, message, and personal detail shared online
gaming, learning, and socializing. It is an expansive, becomes a permanent record. Deleting data completely is

borderless ecosystem. practically impossible; your digital footprint outlives the moment.

Operating in cyberspace requires treating every action as permanent public record.
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The Threat Taxonomy

According to national cyber authorities, tens of
thousands of sophisticated attacks occur annually,
specifically targeting personal data for exploitation.

[THREAT CLASSIFICATION ROOT]

|
- Psychological Threats

I : [HARASSMENT
Cyber Bullying: [vscrom ]
Harassment via electronic J {
devices.

. [[MANIPULATION]
Cyber Grooming: TACTIC]
/| Emotional manipulation to J

exploit.

"
le . |

— Technical Threats

Malware/Viruses:

Malicious applications
designed to breach
hardware.

Spoofing:

Disguising communication
from an unknown source as
being from a known,
trusted source.
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- Financial/Data Threats

i - [IDENTITY
Identity Theft: [EXPLOITATION]jI
|| Deliberately using another’s J
identity to gain financial
advantage.
- [[FINANCIAL j|
Banking Fraud: IMPERSONATION]
—>|| Posing as financial <J
i institutions to steal funds.
: |:ITRUST :|
Social Engineering: ~ LFXP-OATION
—>|| Mining confidence and trust <—|
to extract data.
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Anatomy of a Digital Attack:
Cyberbullying ,1
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The Trap The Source
Reacting with an aggressive reply Often starts subtly from a known
| | feeds the loop and provides the person, friend, relative, or an
bully with unwanted mileage. online stranger.
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. The Tactic
The Fallout Sending hurtful messages,
spreading embarrassing rumors,
Severe impacts on academic or stalking. !
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psychological well-being. —_ '
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" The Groomer's Funnel: Recognizing the Pattern

E Phase 1(The Approach): Fake Persona & Shared Interests. E: é
”E """""""" » Criminals create fake accounts in chat rooms a =0 §
B : or games to feign mutual hobbies. ) =
- [PHASE’]] S L & [
Phase 2 (The Hook): Showering Compliments & Gifts. N
................ p T . . s .
: Providing in-game items, extreme flattery, or
modeling job offers in a short span. . 'f B

.............................. - Suggesting the chat partner keeps the
conversation a secret from parents/elders.

Phase 3 (Isolation): The Secrecy Protocol. r @ @—1\
Y
S

Phase 4 (The Trap): Exploitation. N

= o
................................................... M sking for sexualiexpiicit photogranbs/videos ‘{EXT,LSA%EON]
T

to use for illegal exploitation and blackmail.

Producing, publishing, or transmitting Child Sexual Abuse Material (CSAM) // |
is a severe, punishable offense under current Information Technology law. ///

= | | l
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[ACTION FLOW]
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' Escalation Protocol: Interpersonal Threats

llnnllllll

Step 1: Disengage (Do Not React).
Stop the chat immediately. Do not engage in heated arguments.

Yo

HIENNEENEEEE

Step 2: Secure the Perimeter (Block).
Utilize the platform’s native tools to block the user.

@

Step 3: Document Everything (Save Evidence).

Take screenshots. Collect and save all posts, pictures, and messages
before they are deleted.

-

I

Step 4: Activate Support (Inform Elders).

Narrate the entire issue clearly to parents or guardians; this is not the
time for secrets.

[Sd3LS 1090.10¥4d]

©
g

Step 5: Official Escalation (Police).

If threats escalate or blackmail occurs, contact the local police station or
state cyber crime cell to lodge a formal complaint.

Er @)
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The Gaming Arena: Hidden Vectors

[ WARNING ]

Identity Exposure

Voice and video reveal your age and
identity, attracting cyber bullies and
predators pretending to be children.

[ ALERT ]

Malware Traps

Links offering ‘free points/coins’ or
cheat codes often trigger virus
downloads that compromise the
device.

[ DANGER ]

The Long Con

Strangers building trust by
helping you win games, only to
ask for credit card details or a
one-on-one real-life meeting
later.

Core Insight: Modern gaming consoles are fully connected computers. Inviting players in

means opening
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personal network to millions of strangers.
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Tactical Playbook: Safe Gaming

Shields Up (Execute) Vulnerabilities (Avoid) %4
» Download games only from reputed, » Never share your real name, date of
official sites. birth, or school with players.
» Keep antivirus software and applications » Never input parents’ credit/debit card
regularly updated. details for unverified point purchases.
» Change account passwords at regular » Never meet someone from the online
intervals. gaming world in real life.
"« Develop a habit of physical outdoor » Never install pirated games or software.
games to build real-world resilience and
balance.
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Anatomy of a Breach: Phishing & Email Fraud

Z

The Sender: Subtle Typos.

Looks genuine, but contains
deliberate misspellings (e.g.,

7 Email

File Edit View Options Help

BlxDOK~2 I EBE|®

customersupport@gamming
portal.com — note the extra
‘m’).

The Lure: Manufactured

O From: | customersupport@gammingportal.com

Subject: | Urgent: Claim Your Overseas Lottery Winnings!

Dear Valued Customer,
Congratulations! You have won a major overseas lottery!

l» To claim your prize and avoid forfeiture, please download

Urgency or Rewards.

Claims you won an
overseas lottery, or that a
friend is in a financial
emergency overseas and

needs immediate funds.

the attached document immediately for further instructions.

@ tips_to_win_famous_online_game.docx | ©

The Payload: Malicious
Attachments.

Appealing documents
(e.g., “tips to win famous
online game”) that install
malware to over your
malware to silently log
keystrokes and steal
passwords.

A NotebooklLM



The Vault Door: Account Security

Account Security Checklist (1) = \
O Set complex, alphanumeric passwords (avoid
basic strings like 'Password123' or birth dates). s
O Never click ‘remember password’ on public =] ,.g I
computers (cyber cafés) or a friend's device. [A1]— lf'wf?‘ )

-7
L
My

("

O Always sign off completely after accessing

Critical Safeguard: Two-
accounts on shared networks.

Factor Authentication (OTP).

Activate this feature on all

accounts. It acts as a

secondary vault door requiring

\, a mobile OTP, rendering

==== \ stolen passwords useless to
o | remote attackers.

e —————————————————————

O If compromised, immediately alert your i
contact list to ignore messages from your ID.
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Anatomy of a Breach: Online Transaction Fraud

Step 1: The Lure Step 2: The Lookalike Step 3: The Data Grab
o=t N\ _/_/—o

Receiving a fake email or |——" // Clicking the link takes you //— You are prompted to enter

pop-up appearing to be // to a fraudulent, identical- | / sensitive data: Account

from your bank or credit o looking web page. o ¢ Account Number, PIN,

card provider. \\\ Goo i\ ) CVV, or Expiry Date.

= = = [[ ...... )

Alternate Vector: The SIM Swap @@

Cybercriminals pose as mobile service
N—— | providers offering an “update,” tricking you
into sending an SMS. This duplicates your
SIM, allowing criminals to intercept
banking OTPs directly.
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Tactical Playbook: Safe Transactions

— Always type the bank website directly into the

(00@ / x\.,. browser.
C | (@ HTTPS | https://www.yourbank.com — Look for the Green Padlock and ensure the URL
k begins with HTTPS (the “S” stands for
Secure/Encrypted).

~Signature
panel - C

— Your bank will never call or email asking for
your PIN, CVV, or OTP.

— |f a suspicious “customer service” caller asks
for details, disconnect and call the official
number on the back of your card.

{date (EXP‘)]

Key Fact: Under security laws, banks typically bear the loss of fraud only if no
negligence or security lapse (like sharing an OTP) is found on the customer’s end.
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Social Media: The Privacy Shield

The Threat: Cybercriminals clone public photos and The Defense Directives
details (DOB, email) to create fake accounts, defame
your image, or launch social engineering attacks.

Verify Connections &3 Lock the Gates (5

Never accept requests Utilize platform privacy
’ \ from unknown people. settings to ensure posts
Check the mutual and picture stories are
friends list first. Q visible only to verified
@ friends, not the public. @
/\ \Q\ Filter Information </ Halt the Spread
Never share precise Do not forward unverified

Public Restricted/Private location, phone numbers, news or hoaxes, which
or passwords (even with can create real-world law

i o)
Exposure Level best friends). oi ?o and order problems. 3 /:

|
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The Vulnerability Matrix: Core Diagnostics

I | l
| Arena : Primary Threat 1 The Criminal’s Goal A First Line of Defenseil
o : : Impersonation Reputational harm /  + Dri :
Social Media & Bullying Data mining Strict Privacy Settings
I . : Grooming & Emotional exploitation Anonymity
Online Gaming Malware / Device hijack (No voice/real names)

= Email Comms Phishing & Spoofing Credential theft 2FA & Link Verification

S Lookalike Sites : : HTTPS checking &
Finance/E-Comm & SIM Swaps Direct financial theft | . 0 o aring OTP

= -]
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The Change Agent Protocol

Cybersecurity is not just about personal protection; it is about securing your entire network.

You now possess the blueprint.

" RESILIENT
P s 500

SHARED |

' SHARED | [Fa
DEFENSE |

DEFENSE

OFFICIAL
SUPPORT
SYSTEMS
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2. Engage: Follow official cyber safety
handles (e.g., @CyberDost) for updates on
emerging threats.

—
1. Educate: Share this knowledge with RE
peers, younger siblings, and parents. =

®

( Follow

((E»

Stay Vigilant. Stay Secure. Lead the Change.

3. Disconnect: Protect your mental and
physical health by routinely stepping away
from screens to engage in outdoor activities.

O
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